Black Hat USA 2010 CORE SECURITY TECHNOLOGIES

WPA Migration Mode:
WEP is back to haunt you

& CORE

Leandro Meiners (Imeiners@coresecurity.com / @gmail.  com)
Diego Sor (dsor@coresecurity.com / diegos@gmail.com)



o O E

SECURITY TECHNOLOGIES

WWWw.coresecurity.com

Agenda
= [ntroduction to WEP
= Introduction to WPA Migration Mode
= Attacking WPA Migration Mode

= Mitigations and recommendations

- _______________________________________________________________________________________________________________________________________________________________________|
Page 2 WPA Migration Mode: WEP is back to haunt you... Leandro Meiners — Diego Sor



o O E

SECURITY TECHNOLOGIES

WWWw.coresecurity.com

Introduction to WEP
The boring...
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WEP Properties

=  WEP’s confidentiality:

- Based on RC4, which is a symmetric stream cipher:
» Symmetric: the encryption and decryption keys are the same.
» Stream cipher: encryption occurs one digit at a time.

=  WEP’s integrity:
— Based on a ICV (Integrity Check Value):
» Implemented as a CRC-32.

= WEP’s key management:

-~ |IEEE 802.11 does not define any key management service:
» WEP depends on an external key distribution/management mechanism.
» Generally, WEP keys are set manually.
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WEP Encapsulation
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WEP Key —3

Seed
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1. Seed generation: The secret key is concatenated with an
initialization vector (IV) (i.e. IV || Secret Key)

Compute ICV: CRC-32 of the plaintext (payload data)
Compute Key stream: Key stream = RC4(seed)

Encryption: Cipher text = Key stream XOR (Plaintext || ICV)
Message = IV || Cipher text

ok~ W
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WEP Message tampering

= WEP ICV (i.e. CRC-32) is linear with respect to the  XOR operation:
- CRC-32(A XOR B) = CRC-32(A) XOR CRC-32(B)

= Let M = Plaintext message and K = Keystream, then:
- C=[M]||ICV(M)] XOR K

= [tis possible to construct C ,, where C,’s plaintextis M , =M XOR A,
knowing only C and A, in the following manner:

_ C,=CXORIA|| ICV(A)]

Or... in layman’s terms:
* XOR the data with the mask (A)
e XOR the ICV with the ICV of the mask ( ICV(A) )
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Introduction to WPA Migration Mode

Starting to get interesting...
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What is WPA Migration Mode?

Cisco’s WPA Migration Mode allows stations that sup port the
following types of authentication and encryption sc hemes, to
associate to the access point using the same SSID:

=  \WPA clients capable of TKIP and authenticated key m  anagement.

= |EEE802.1X compliant clients (such as legacy LEAP ¢ lients and
clients using TLS) capable of authenticated key man  agement but

not TKIP.

=  WEP clients not capable of TKIP or authenticated ke vy
management.
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How WPA Migration Mode works

=  WHPA Cipher Suite configuration: g

B IEEE 802.11 Beacon frame, Flags: ........ =

— Multicast Cipher Suite: WEP *3 e pananevers Qe byreey

Bl Tagged parameters (150 hytes)

H H H . # SSID parameter set: "migrate”
_— Unlcast Clpher SUIte_ TKI P supported Rates: 1.0(E) 2.0¢B) 5.5¢(B) &.0¢(E) 2.0(B) 11.0¢E) 12.0¢E) 18.0(E)
# DS Parameter set: current Channel: 3
® Traffic Indication map (TIM): DTIM O of 2 bitmap empty
® ERP Information:
# Extended Supported rRates: 24.0¢B) 36.0¢E) 48.0¢(E) 54.0(E)
# Cisco Unknown 1 + Device Mame

no Mon-ERP STAs, do not use protection, short or long preambleas

= vendor specific:
Tag Mumber: 221 (vendor Specific)
Tag length: 24
Tag interpretation: WPA IE, type 1, version 1
Tag interpretatinn:|Mu1ticast cipher suite: WEP (104-hbit)
Tag interpretation: & o Unicast cipher soites: 1
Tag interpretation:|{Unicast cipher suite 1: TKIF |
Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: PSK
Tag interpretation: nNot interpreted

WPA

[+ wendor speciiic:
# vendor specific:
# vendor specific:
# vendor specific:
# vendor specific:

ATFONET UK nown

Alronet cCx version = 5
aironet unknown

aironet Unknown

WME

= Using WEP as multicast cipher allows WEP and WPA st  ations to

decrypt multicast traffic.

= AP tracks encryption capabilities of each station, and because IEEE
802.11 networks are switched, the AP forwards unica st frames

encrypted appropriately (WEP or TKIP).
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Configuring WPA Migration Mode

WPA optional
A cipher suite containing TKIP and 40-bit or 128-bi  t WEP
A static WEP key in key slot 2 or 3

ap# configure term nal

ap(config)# interface dotllradio O
ap(config-if)# ssid mgrate

ap(config-if-ssid)# authentication open
ap(config-if-ssid)# encryption mode ciphers tkip wepl128
ap(config-if)# encryptionkey 2 size 128
AAAAAAAAAAAAAAAAAAAAAAAAAA transm t - key
ap(config-if)# ssid mgrate

ap(config-if-ssid)# authentication key-nmanagenent wpa optional
ap(config-if-ssid)# wpa-psk ascii m grationnode
ap(config-if-ssid)# end

ap#
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Detecting an AP with WPA Migration Mode
Wireshark Filter:

= Beacon frame:
- wilan.fc.type_subtype == 0x08

= Has a WPA Information element:
- wlan_mgt.tag.number == 221

= Multicast cipher suite is WEP (40 or 104 bit):
- wlan_mgt.tag.interpretation == "Multicast cipher suite: WEP (40-bit)"
— wlan_mgt.tag.interpretation == "Multicast cipher suite: WEP (104-bit)"

= Unicast cipher suite is TKIP:
— wlan_mgt.tag.interpretation == "Unicast cipher suite 1. TKIP"
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Detecting an AP with WPA Migration Mode (2)

Wireshark Filter:

wlan.fc.type subtype
(wlan_mgt.tag.interpretation "Multicast cipher su
bit)" or wlan_magt.tag.interpretation "Multicast c

WEP (104-bit)") and wlan_mgt.tag.interpretation

0x08 and wlan_mgt.tag.number

== 221 and
ite: WEP (40-
ipher suite:
Unicast cipher

suite 1: TKIP "

File Edit View Go Capture Analyze Statistics Telephony Toels Help

e & =

‘Fllts_r:]\wlan.fc.type_subtype == 0x08 and wlan_mgt‘tag‘numbar{ ¥ || Expression..

&

PF ¥ EE aaa

ly |

wHEEXK e

- Vendor Specific: 80:50:f2: WPA
Tag Number: 221 (Vendor Specific)
Tag length: 24
Vendor: 00:50:f2
Tag interpretation:
Tag
Tag
Tag
Tag
Tag
Tag

WPA IE, type 1, version 1

Multicast cipher suite: WEP (104-bit)
# of unicast cipher suites: 1
Unicast cipher suite 1: TKIP

interpretation:
interpretation:
interpretation:
# of auth key management suites: 1
auth key management suite 1: PSK
Mot interpreted

interpretation:
interpretation:
interpretation:

0040 67 72 61 74 65 01 08 82 84 8b Oc 12 96 18 24 03
0050 0l 08 05 04 01 02 00 00 2a 01 0O 32 04 30 48 60
0060 6c 85 le 00 00 90 00 Of @00 ff ©3 19 00 61 70 GO
0070 0O 00 0O OO OO OO0 OO OG QO GO G0 G0 CO G0 G0 GO
0080 32 dd 18 00 50 f2 01 01 ©0 G0 50 f2 05 01 60 G0
000 50 f2 02 01 00 00 50 f2 ©2 28 00 dd 06 00 40 96
00a® 0l 01 00 dd 05 00 40 96 ©3 05 dd 05 @0 40 96 Ob
oobo 09 dd 05 00 40 96 14 00 dd 18 60 50 f2 02 01 01
00cO 81 00 03 a4 00 00 27 a4 00 00 42 43 bc 00 62 32
oodo 66 00

grate, ..

@ Text item (). 26 bytes

No. . Time Destination Protocol  Info
17 2. Troft: TEEE 802 Beacon frame, SN=585, FN=0, , BI=102, SSID="migrate", N
340 2.341375 ff:ff: 1EEE 802 Beacon frame, SN=566, FN=0, ., BI=102, SSID="migrate", N
349 2. 445797 i IEEE 802 Beacon frame, SN=567, Fh=0, ., BI=102, SSID="migrate", N
366 2.550225 N e IEEE 802 Beacon frame, SN=568, FN=0, ., BI=102, SSID="migrate", M
377 2.654633 i i IEEE 802 Beacon frame, SN=S589, FN=0, ., BI=102, SSID="migrate", N
387 2.760611 ff:ff: IEEE 802 Beacon frame, SN=570, FN=0, ., BI=102, SSID="migrate", N
399 2.863552 ffiff: T1EEE 802 Beacon frame, SN=571, FN=0, .; BI=102, SSID="migrate", N
419 2,967961 ff:ff: IEEE 802 Beacon frame, SN=572, FN=0, , BI=102, SSID="migrate", M v

Packets: 5674 Displayed: 549 Marked: 0

Profile: Default
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WPA Migration Mode

Detecting an AP with WPA
Kismet (patched):

net-wpa-migmod

ed new probe network
:oJul 16 1
foJul 16 11:
rk

network

d new pr bl

WEP
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Attacking WPA Migration Mode

Now we are talking...
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Scenarios

“The effect of supporting both static or dynamic WEP clients and WPA clients
IS that security will operate at the least-secure level com  mon to all
devices . In WPA Migration Mode, although WPA key authentication, per-
packet keying, and message integrity are enabled, this is not enforced for all
clients. As a result, a passive WEP key attack could be launched against
WEP users.”

-- Cisco Systems
WI-FI PROTECTED ACCESS, WPA2 AND IEEE 802.111 Q&A, 2004

= WEP stations still hanging around...

= No WEP stations in sight...
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WEP stations still hanging around

1. Passively wait (and capture) for a broadcast ARP fr  ame (distinguished
by its characteristic size) that is answered by a W  EP station.

2. Replay the captured frame (with the From-DS bit set ).
3. Capture the ARP replies sent by the WEP station (un  der attack).

4. Run aircrack-ng against the captured frames to obtai n the WEP key.

Just fire aireplay-ng against a WEP station:
aireplay-ng -2 -b <BSSID> -d FF.:FF:FF.FF.FF.:FF -f 1 -m 68 -n 86 <WIFI INTERFACE>

http://aircrack-ng.org/doku.php?id=how_to_crack wep _via_a_wireless_client
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No WEP stations in sight...

1. Perform an authentication and association as a WEP station against the target
access point.

2. Passively wait (and capture) for a broadcast ARP fr  ame (distinguished by its
characteristic size.).

3. “Bitflip” the captured frame to convert it into a AR P request sent by the attacker
station (from a random IP address).

4. Replay the “bitflipped” frame with the To-DS bit set
5. Capture the ARP requests and replies forwarded byt  he access point.

6. Run aircrack-ng against the captured frames to obtai n the WEP key.

http://corelabs.coresecurity.com/index.php?module=W iki&action=view&ty
pe=publication&name=WPA_MIGRATION_MODE
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No WEP stations in sight: in drawing
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No WEP stations in sight: the aircrack-ng  way!

1. Perform an authentication and association as a WEP station against the target
access point.

2. Passively wait (and capture) for a broadcast ARP fr  ame (distinguished by its
characteristic size.).

3. Replay the captured frame with the To-DS bit set.
4. Capture the ARP requests forwarded by the access po int.

5. Run aircrack-ng against the captured frames to obtai n the WEP key.

Just fire aireplay-ng In interactive mode and wait for
a WEP broadcast ARP frame forwarded by the AP:

aireplay-ng -2 —p 0841 -c FF:FF:FF:FF:FF:FF —b <BSSI D> -h <Attack MAC> <WIFI INTERFACE>

http://aircrack-ng.org/doku.php?do=showé&id=how_to c rack_wep_with_no_clients
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Demo: Attacking WPA Migration Mode

After all, it is what we came for...

- _______________________________________________________________________________________________________________________________________________________________________|
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Broadcast Key Rotation

“The access point generates and distributes a dynamic group key when the
last non-key management (static WEP) client disassociates, and it distributes
the statically configured WEP key when the first non-key management (static
WEP) client authenticates. In WPA migration mode , this feature significantly
Improves the security of key-management capable clients when there are
no static-WEP clients associated to the access point”

-- Cisco Systems
Cisco 10S Software Configuration Guide for Cisco Aironet Access Points

= Configuring broadcast key rotation in WPA Migration Mode

ap# configure term nal

ap(config)# interface dotllradio O

ap(confi g)# broadcast-key change 300 capability-change
ap(config)# end

ap#
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Broadcast Key Rotation: in drawing
(9
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Bypassing Broadcast Key Rotation

1. Perform an authentication and association as a WEP station against
the target access point.

Just fire aireplay-ng to perform a fake authentication:

aireplay-ng -1 0 -e <SSID> -a <BSSID> -h <Attack MAC > <WIFI INTERFACE>
http://aircrack-ng.org/doku.php?id=fake_authenticat ion

- _______________________________________________________________________________________________________________________________________________________________________|
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Demo: Bypassing Broadcast Key Rotation

Everybody likes a second demo...
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PSPF (a.k.a. Client/AP Isolation)

= Security feature that blocks station-to-station tra ffic.

= Station sends frame to another station (through AP) . Frame must be a To-DS
type frame. AP drops frame (To-DS frame with destin  ation on the wireless side).

g No PSPF & PSPE
(¢92) _
Station A —
aiﬁ%o% N

%

il A Paint
4 ccess Poin

g

ss Point

Station B

ap# configure term nal

ap(config)# interface dotllradio O
ap(config)# bridge-group 1 port-protected
ap(config)# end
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With PSPF Enabled ...

Each time a WEP station joins...

T (Untitled) - Wireshark

File Edit Miew Geo Capture Analyze Statistics Telephony Toels Help

= & 8l EHX@2 a8 @

TEEE QR EmE% B

1
Filter: leaﬂ.bssid == 00:26:0b:2a:ba: 40 ¥ I + Expression... égil Clear Qﬁ App_lyl
Mo, - |Time ] Source I Destination I Protacel | Info
E5 1.782310 IntelCar_4e:88: 45 Cisco_2=a:ba: 48 IEEE 8202.11 Authentication, SK=0, FN=0, Flag=........
B3 1.783270 IntelCor_4e: 58: 45 Cisco_Z2a:ba: 40 IEEE 802.11 Authentication, SM=0, FM=B, Flags=........
70 1.734304 Cisco 2= ba: 48 IntelCor_4s:82: 46 IEEE 802.11 Authentication, SN=3782, FMN=@, Flags=........
71 1.784517 IntelCor_4e:88: 46 Cisco_2a: ba: 48 IEEE 802.1] Association Request, SH=32, FN=0, Flags=........ , SSID="migrate"
77 1.792441 IntelCor_4e:88:45 Cisco_2a:ba: 48 IEEE 802.1]1 Association Request, Sh=3, Fh=0, Flags=..... ., SSID="migrate"
1 40 = IEEE 202.1] Association Response, SN=3783, FN=0, Flags=.

202018 Cisco 2a ba;
C. o_ i 4
85 1.937867 Cisco_45:25: fe . 4e: B8: IEEE 802.1]1 Data, SN=3786, FN=O, Flags=.

P
112 2797521 Cisco_45:25:fe IntelCor_4e:28: 45 IEEE 802.11 Data, SN=3795, FN=O, Flag=.p....F.
118 2.938897 Cisco_45:25:fe IntelCor_de: 88: 45 IEEE 202.11 Data, SN=3798, FM=0, Flags=.p..R.F

[* Frame Bl (110 bytes on wire, 110 hytes captured)
[ Radictap Header vB, Length 24
= IEEE 202.11 Data, Flags: .p....F
Type/Subtype: Data (B0x20)
P Frame Control: ©x4208 (Normal)
Duration: 44
Destination address: IntelCor_4e:88:48 (00:1f:3c: 4e:88: 458)
BSS Id: Cisco 2a:ba: 40 (00 26: 0b: 2a: ba: 400
Source address: Cisco 45 25:fe (008: 26: 0b: 45: 25: fe)
Fragment number: ©
Sequence number: 3784
Initiglization Vector: 0x237f32
Key Index: 1
WEP ICV: 0x983ec766 (not verified)
[ Data (54 bytes)
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With PSPF Enabled ...(2)

= Each time a WEP station joins... (decrypted)

! (Untitled) - Wireshark

File Edt Miew Go Capture Analyze Statistics Telephony Tools Help

B & el BEEHX&@E A @

wF L EE Qe wWdEEx 8

1
Filtar: !wla‘n.bssid == 00;26:0b:2a:ba:40 Ll + E;pressin...' éq* Cleag| Q{? .ﬂlpp_ly|

Protocal

Source

1.782310 IntelCor 4e: Cisco_2a:ba: 40 IEEE 802 11 Authentication, ShEQ, FNEQ, Flags. ... ...

63 1. 783270 IntelCor_4e: Cisco_2a ba: 48 IEEE 802.1]1 Authentication, SN=@, FN=O, Flag=....

7O 1. 784304 Cisco_Z2a: ba: IntelCor_d4=:88:46 IEEE 802. 11 Authentication, SN=3782, FN=0, Flags

71 1.784517 IntelCor_ 4s: Cisca 2a ba: 40 IEEE 802.1] Association Request, SN=3, FN=D, Flags= , S5ID="migrate"

77 1.798441 IntelCor_4da: Cisca 2a ba: 40 IEEE 202.1] Association Request, SN=3, Fh=B, Flags= , SSID="migrate"

80 1.802018 Cisco_2a: ba; IntelCor 4e; 85: 48 IEEE 202.1] Assocliatlon Response, SN=3783, Fh=0, Flags=........

81 1.802029 10.254.239.9 224.9.0.1 IGMF V2 Membership Query, general
— L-:-gi-:a'l. _Link Cortrol IGMP V2 Membership Query, general ] . )

WLCCP U, fumc=UI; SNAP, OUI 0x004096 (Cisco Wireless (Aironet) L2), PID @x0000
DSAP: SHAP [Bxaa] IGMP ¥2 Membership Ouery, general

IG Bit: Individuzl
SSAP: SHAP (Oxazl
CR Bit: Command
[F Control field: U, func=UI |0x@3)
Organization Code: Cisco Wireless (Alronet) L2 (0x004098)
PID: WLCCP (0x0003)

¥ Cisco Wireless LAN Context Control Protocol

Version: 0x00

Length: 58

Massage Type: 0x4001

Dst MAC: IntelCor_4e: 22:46 (00:1f: 3c: 4e: 58: 45)
Src MAC: Cisco 45;25:fe (00:26;0b; 45: 25 fe)
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With PSPF Enabled ...: the attack

1. Perform an authentication and association as a WEP station against
the target access point.

2. Continuously send Reassociation requests.
3. Capture the WEP frames sent by the access point to the WEP station.

4. Run patched aircrack-ng against the captured frames to obtain the
WEP key.

= Patched aircrack-ng:

— Added logic to determine if a WEP-encapsulated frame is a WLCCP
packet based on its characteristic size.

— Integrated WLCCP WEP-encapsulated frames into PTW attack.
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Demo: Bypassing PSPF

Who doesn'’t like a third demo...?
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WEP Cracking Flowchart

Perform Fake
Authentication

r 3
Y

Authentication and NO MAC Filtering enabled: Wait for stations to join Wait for stations to join
Association Successful Cione client MAC or for AP to send data or for AP to send data
T Fy
NO

YES I

Stations (WEP)
using AP?

Is the AP sending

| oy W—
data? B YE

NO

YES YES

h 4

Perform re-association
attack

Attack a WEP
Station

Is PSPF enabled?

Is PSPF enabled?

NO NO
Run the “chop chop” or
Run ARP reguest fragmentation or
replay attack interactive ARP replay
attacks

h 4

p{ Crack the WEP Key |«

&
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WPA Migration Mode Cracking Flowchart

Perform Fake
Authentication

MAGC Filtering enabled:
Clone client MAC

Authentication and
Association Successful2

YES

WEP Stations
using AP?

s the AP sending WEP
broadcast ARP frames?

YES YES

h J

Perform re-association
attack

Aftack a WEP

ird
Station Is PSPF enabled? YES—p

Is PSPF enabled?

NO

v

Run interactive
ARP request
replay attack

Y

| Crack the WEF Key ,':
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We have the WEP key... now what?

= QObtain the SSID

= QObtain the WEP key ID

migrakte properties 3

File Edit View Go Capture Analyze Statistics Telephony Tools Help

No. . Time Source Destination
6807 55.265979 00: 0! 2:20:fe Ff

6809 S5.266610 00:02:72:72:20:fe P

T

Frame 6809 (110 bytes on wire, 110 bytes captured)
Radiotap Header vO, Length 24
- IEEE 802.11 Data, Flags: .p....F.
Type/Subtype: Data (0x20)
+ Frame Control: Ox4208 (Normal)
Duration: ©
Destination address: ffeff:ffeff:ffeff (Ffiffeffeff:ffiff)
BSS 1d: 00:26:0b:2a:ba:40 (00:2 2a:ba:40)
Source address: 00:02:72:72:20:fe (00:02:72:72:20:fe)
Fragment number: O
Sequence number: 344
- WEP parameters
Initialization Vecter: ox2fore2
WEP ICV: Ox0be438b3 (not verified)
~ Data (54 bytes)

T

0000 00 00 13 00 Ge 48 00 00 00 16 8f 00 a® 00 ef 81
0010 02 0D 0O 00 00 0O 00 00 0B 42 00 00 ff ff ff ff
0020 ff ff 00 26 Ob 2a ba 40 00 02 72 72 20 fe 80 15
0030 2f 07 c2 40 60 e2 9c bb c5 5f a9 36 08 04 Oe e4
0040 06 a5 23 3b f9 51 Oc 27 6b a8 41 52 la Bl 4b 58
0050 be 06 0L dd f7 32 a8 79 6a cO 3e c6 el c6 88 7c
0060 91 fe Sf 1f 9a 05 Oc ed 2a 8b 6b ed 38 b3

@ Key Index (wlan wep key), 1 byte

TICCC oUZ DESLUNT T dllie, SH-553, F-U, Frags—. .

Baldes aBecE A€ YT 8 BE Al @EMX @

|Filier: |wlan bssid == 00:260b:2a:bs 40 and wian da == FFFFFF| ¥ | Expression...| clear| Apply|

Protocal  Info

IEEE 802 QoS Data N=1344, FN=0, Flags=.p.

IEEE 802 Data, SN=344, FN=0, Flags=.p....F.

Packets: 10771 Displayed: 745 Marked: 0 Dropped: 0

Tes DL-LUZ, SSLU- Miglats , 1)

Profile; Default

Agsociation | Authentication | Connection |

Netwark name (551D |rnig|a|.e

W Connect even if this network is not broadzasting

= Wireless netwark key

This netwark requires a ke far the following:

Metwark Authentication: Open =
Data encryphion: IWEP LI
Metwark key: |
Confitm network key: |

F.ey index [advanced); |E _I;

™ The key iz provided for me autoratically

™| Thizis & computerto:oomputer [ad Hoo] tefmak: witsless
ACRESE pEntE are mat tsed

Ok I Cance

SECURITY TECHNOLOGIES

20l

# iwconfig <WFI | NTERFACE> essid <SSI D> key [<KEY_I D>] <KEY>
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Mitigations and Recommendations

The “truly” interesting...

- _______________________________________________________________________________________________________________________________________________________________________|
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%%

Solutions...
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Mitigation strategies

Enable PSPF (Public Secure Packet Forwarding).
=  Enable MAC filtering.
Limit signal strength (to only cover the required a rea).

Implement time-based access control.

Don'’t forget...

The attack is still possible under these constraint sl
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Recommendations

= Use two SSID with separate VLANS:
- WPA-SSID
- WEP-SSID

= Put all the filtering you can think of in the WEP-SS  ID, as it will
be compromised... VPN over the Wi-Fi, etc.

=  See “Integrated deployments” of “Cisco wireless LAN security”
by Krishna Sankar, Sri Sundaralingam, Andrew Balinsky.

http://books.google.com/books?id=n_2eZtajsBUC&lpg=P P1
&pg=PA277#v=0nepage&q&f=false
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http://corelabs.coresecurity.com/index.php?module=W IKi&
action=view&type=publication&name=WPA_ MIGRATION_ MOD E
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